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WHAT IS T
ABOUT?

Germany has implemented the requirements of
the NIS2 Directive on IT security through the new
Act on the Federal Office for Information Security and
on Information Technology Security of Entities (BSIG).
Affected businesses must review their cybersecurity
and risk management frameworks, report cybersecurity
incidents within the applicable deadlines, and clearly
define responsibilities at the management level.

As a result, cybersecurity is no longer just a technical
issue but also a legal and organizational management
responsibility.

As a technology-focused law firm, we advise companies at
the intersection of cybersecurity, regulatory compliance,
data protection, and contract law.

We help you identify the actions your company needs to
take and the implementation steps required to achieve
compliance.

ARE YOU AFFECTED?

You should take action if your company operates in a sector covered by NIS2 and meets the applicable size
thresholds or if it meets other qualifying criteria. Affected businesses may include, in particular, companies
operating in the following sectors:

—> Energy —> Space

—> Transportation —> Waste management

— Financial services — Manufacturing, production, and

— Healthcare distribution of chemicals

— Water — Manufacturing

— Food —> Digital Service Providers

— Information Technology & — Social security services and basic
Telecommunications income support for job seekers

The applicability to your company depends on an individual assessment based on its activities,
annual turnover, number of employees, and classification as an important or very important entity.



REQUIREMENTS
AND RISKS

WHAT REQUIREMENTS APPLY UNDER THE BSIG?

Key obligations for affected companies

o Scope and Governance and Risk Management and Incident
Classification Management Security Measures and Reporting
Obligations
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* Technical and
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 Checking your sector « Defining responsibilities « Detection of cybersecurity

« Assessment of applicable « Involving the management incidents
size thresholds body

* Supply chain security « Establishing reporting and

* Registration with the
Federal Office for
Information Security (BSI)

* Qualification as an * Training and cybersecurity « Threat detection and

. ion and
evidence of compliance

important or very awareness monitoring * Communications with
important entity ities and * Reg 'y oversight and
administrative proceedings
o Assess your organization's applicability,
Objective: "

Establish an effective cybersecurity
framework and reduce compliance risks.

governance, security measures, and
incident reporting processes at an early
stage and in a structured manner.

WHAT ARE THE RISKS OF NON-COMPLIANCE?

Non-compliance with the BSIG and NIS2 may result in:

—> significant fines of up to EUR 10 million
or up to 2 % of worldwide annual turnover,
depending on the entity classification
and the nature of the violation,

—> regulatory enforcement measures,
including binding orders, inspections,

and enhanced supervisory actions, violations.

—> liability risks for both the company and
its management,

—> operational risks resulting from inadequate
preparedness for cybersecurity incidents,

—> disruptions to business operations and
supply chains, as well as

—> significant reputational damage following
cybersecurity incidents or compliance



WHAT NEEDS
10O BE-DONE?

The BSIG is already in effect. We therefore
recommend that affected companies take the
following steps:

—> Assess and document whether
your company is subject to
the BSIG.

— Determine whether your company
qualifies as an important or very
important entity.

—> Analyze your existing governance,
risk management, and IT security
frameworks.

—> Review your technical and organi-
zational security measures against
the requirements of the BSIG.

—> Establish or update incident
reporting, escalation, and incident
response procedures.

—> Assess supply chain and third-
party service provider risks and
address them through appropriate
contractual safeguards.

—> Prepare for registration, docu-
mentation, and evidence of
compliance requirements.

— Train management and relevant
employees on their legal obliga-
tions and cybersecurity processes.




OUR
SERVICES

We advise companies on achieving compliance
with the requirements of the BSIG, from deter-
mining whether the law applies to your organi-
zation and establishing governance and reporting
processes to assisting with cybersecurity incidents
and regulatory proceedings.

IN PARTICULAR, WE ARE HAPPY
TO SUPPORT YOU WITH:

BSIG/NIS2 READINESS ASSESSMENT:
Assessing applicability, entity classification,
and key areas requiring action

GOVERNANCE AND MANAGEMENT
RESPONSIBILITIES:

Providing legal advice on governance
structures, management responsibilities,
internal policies, and training programs

RISK MANAGEMENT AND SECURITY
MEASURES:

Evaluating existing governance and security
frameworks against the legal requirements

INCIDENT RESPONSE AND REPORTING:
Establishing and reviewing escalation,
reporting, and communication procedures

CONTRACT AND SUPPLY CHAIN ADVICE:
Reviewing and drafting security-related
contractual provisions for service providers,
suppliers, and customers

REGULATORY AND CRISIS SUPPORT:
Providing legal advice in connection
with cybersecurity incidents, regulatory
inquiries, and supervisory measures



KEY
CONTACTS

Let us help you determine which requirements apply to your organization
and how to implement them efficiently.

Schedule a consultation with one of our specialists:

Mark Peters, LL.M.

Specialist attorney for information technology
law, specialist attorney for intellectual
property law

peters@grunecker.de

Mark Peters advises clients on IT and intellectual property law, with
a focus on digital regulation, Al and data law, platform and domain
disputes, and technology-related IP litigation. For more than 20
years, he has helped companies protect and enforce their rights in
connection with digital business models.

Dr. Felix Riitzel
Attorney-at-law

' ruetzel@grunecker.de

Felix Riitzel advises companies on IT law, with a focus on EU digital
regulation, Al compliance, software agreements, digital content,
domains, and trade secrets. He supports clients in implementing
legally compliant digital business models and enforcing technology-
related rights in court.
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FOR MORE INFORMATION PLEASE VISIT:

GRUNECKER

Griinecker Patent- und Rechtsanwilte PartG mbB | Leopoldstr. 4, 80802 Munich | info@grunecker.de | grunecker.de
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