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The Cyber Resilience Act (CRA) makes cyber- 
security a key requirement for placing a wide range 
of software and hardware products on the EU  
market. Manufacturers, importers and distributors 
must adapt their products, processes and docu-
mentation to the new legal requirements – from 
security by design and vulnerability handling to 
conformity assessment and market surveillance.

As a technology-focused law firm, we help compa-
nies implement the CRA requirements in a legally 
sound, practical and product-specific manner.

We provide an overview of the applicable require-
ments and the specific actions your company 
needs to take.

$ �Software, apps and digital  

components

$ �IoT, smart-home and  

connected devices

$ �Industrial control, automation  

and communication systems 

$ �Imported or integrated products  

with digital elements

ARE YOU AFFECTED?

You should take action if you manufacture, import, 
distribute or integrate software, connected prod-
ucts or digital components in the EU, or place them 
on the market under your own name or trademark, 
including in particular:

WHAT IS IT 
ABOUT?



WHAT REQUIREMENTS APPLY UNDER THE CRA?

CRA compliance at a glance - key obligations throughout the product lifecycle:

Reporting obligations  

for actively exploited 

vulnerabilities and 

severe security inci- 

dents will apply from  

September 11, 2026.  

The other key CRA 

requirements will 

become fully  

applicable from  

December 11, 2027.

$ �delays in placing products with digital  
elements on the market or making them  
available on the EU market,

$ �measures by market surveillance authorities,  
including prohibitions or restrictions on 
making products available on the market, 
withdrawals, recalls or corrective measures,

$ �liability and contractual risks vis-à-vis cus-
tomers, suppliers and distribution partners,

$ �administrative fines of up to EUR 15 million  
or, for undertakings, up to 2.5 % of total  
worldwide annual turnover for the preceding  
financial year, whichever is higher, 

$ �disruption to supply chains and product  
roadmaps, and

$ �reputational damage following security  
incidents or in connection with non-compliant  
products.

WHAT ARE THE RISKS OF NON-COMPLIANCE?
Failure to comply with the CRA may result, in particular, in:

REQUIREMENTS 
AND RISKS

1. Assess Product 
and Role

• Assess scope: products with 
 digital elements

• Determine role: manufacturer, 
 importer or distributor

• Classify products

2. Product Security

• Security by design and by default

• Cybersecurity risk assessment

• Secure development and 
 configuration

3. Vulnerability 
 Handling

• Continuous monitoring 
 and detection

• Vulnerability handling and 
 remediation (patching)

• Reporting procedures for 
 vulnerabilities and incidents

• Corrective measures

4. Conformity and 
 Market Placement

• Draw up and maintain 
 technical documentation

• Carry out the conformity assessment

• EU declaration of conformity 
 and CE marking

• Market surveillance and 
 communication with authorities



We recommend:

$ �Reviewing the product portfolio  

to determine which products fall 

within the scope of the CRA.

$ �Clarifying roles and responsibilities  

as manufacturer, importer or  

distributor.

$ �Classifying products and  

identifying the applicable  

CRA requirements. 

$ �Reviewing existing development,  

security and documentation  

processes.

$ �Establishing structured vulnera- 

bility handling and reporting  

procedures.

$ �Preparing the technical  

documentation, conformity 

assessment processes and  

documents required 

for CE marking.

$ �Reviewing agreements with  

suppliers, customers and 

distribution partners for CRA- 

relevant provisions. 

$ �Defining internal responsibilities, 

escalation paths and commu-

nication with authorities.

WHAT NEEDS 
TO BE DONE?



WE CAN ASSIST YOU IN  
PARTICULAR WITH:

CRA READINESS CHECK:  
Assessing scope, roles and relevant  
areas for action

PRODUCT AND ROLE CLASSIFICATION:  
Classifying affected products and com-
ponents and determining responsibilities

PRODUCT COMPLIANCE:  
Assisting with cybersecurity risk assess-
ments, technical documentation and 
conformity assessment processes

VULNERABILITY AND INCIDENT  
MANAGEMENT:  
Providing legal support for vulnerability  
handling, reporting processes and 
communication with authorities

CONTRACTS AND SUPPLY CHAINS:  
Reviewing and drafting CRA-relevant  
provisions in agreements with suppliers,  
customers and distribution partners

CRA IMPLEMENTATION PROJECTS:  
Providing legal support for practical 
implementation in product development, 
distribution and compliance

As a technology-focused law firm, we advise com-
panies at the intersection of software, connected 
products, cybersecurity and regulation. We help 
manufacturers, importers and distributors imple-
ment the CRA requirements in a legally sound 
manner throughout the entire product lifecycle.

OUR 
SERVICES 



KEY  
CONTACTS

Let us discuss which requirements are relevant to your company and 
how you can implement them efficiently. 

Contact our team to arrange a meeting:

Mark Peters advises clients on IT and intellectual property law, with  
a focus on digital regulation, AI and data law, platform and domain 
disputes, and technology-related IP litigation. For more than 20  
years, he has helped companies protect and enforce their rights in 
connection with digital business models.

Mark Peters, LL.M.
Specialist attorney for information technology  
law, specialist attorney for intellectual 
property law 

peters@grunecker.de

Felix Rützel advises companies on IT law, with a focus on EU digital  
regulation, AI compliance, software agreements, digital content, 
domains, and trade secrets. He supports clients in implementing 
legally compliant digital business models and enforcing technology-
related rights in court.

Dr. Felix Rützel
Attorney-at-law 

ruetzel@grunecker.de
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FOR MORE INFORMATION PLEASE VISIT:

Grünecker Patent- und Rechtsanwälte PartG mbB | Leopoldstr. 4, 80802 Munich | info@grunecker.de | grunecker.de
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