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Highly convincing phishing emails, fake websites, 
fake shops, forged supplier communications and 
abusively registered domain names can these days 
be created with little effort and targeted specifically 
at companies, customers and business partners. 
In addition to trademark abuse and reputational 
damage, they can cause immediate financial losses 
through CEO/CFO fraud, forged payment instruc-
tions, manipulated invoices, diverted payments or 
fraudulent online shops.

As a technology- and IP-focused law firm, we 
advise and assist companies on preventing and 
taking legal action against domain abuse, fake 
websites, phishing and online scams involving 
trademark infringement. We help identify risks 
at an early stage, have unlawful content removed 
effectively, and enforce claims against domain 
name holders, registrars, hosting providers and 
platform operators.

We provide an overview of the specific actions 
your company needs to take.

ARE YOU AFFECTED?

You should take action if you want to

$ �protect your trademarks, business  

identifiers or domain names against  

misuse, 

$ �identify at an early stage risks arising  

from phishing, fake websites and 

shops, forged payment instructions 

or fraudulent online presences,

$ �protect customers, business  

partners and internal teams against 

highly convincing scam scenarios  

and fake shops,

$ �monitor suspicious domain name  

registrations, fake websites and  

shops, or content that infringes your  

trademarks,

$ �take effective action against infringing 

domain names, websites and shops, 

as well as fraudulent email communi- 

cations and payment requests, or

$ �establish clear processes for preven-

tion, escalation and enforcement.

WHAT IS IT 
ABOUT?



• Monitor domain names 
 and websites

• Detect suspicious 
 registrations

• Identify phishing, fake-shop 
 and scam indicators

• Assess trademark, 
 business identifier and 
 domain name issues

• Assess fraud and 
 deception scenarios

• Identify responsible parties

• Contact hosting providers, 
 registrars and platforms

• Take notice-and-takedown 
 measures

• Pursue claims against 
 domain name holders

• Initiate UDRP proceedings

• File DENIC disputes for 
 .de domain names

• Seek interim relief

• Establish internal 
 escalation paths

• Define communication and 
 crisis-response processes

• Raise staff awareness
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Objective:
Reduce losses, enforce rights effectively 
and protect customer confidence.

Integrated Approach:
Combine prevention, rapid response and 
consistent enforcement effectively.

PROTECTION 
AGAINST ONLINE 
SCAMS AT A GLANCE
Key areas for prevention, response and enforcement

$ �direct financial losses through CEO/CFO  
fraud, forged payment instructions,  
manipulated invoices, diverted payments  
or fake shops,

$ �increased misuse of your trademarks, 
domain names or business identifiers for  
fraudulent purposes,

$ �reputational damage caused by fake  
websites, phishing or trademark abuse,

$ �loss of customer confidence and potential  
loss of revenue,

$ �liability and recourse risks where systems  
have been compromised, safeguards are  
inadequate or the response to known scams  
is delayed, 

$ �significant internal effort required for  
damage control, communications and  
incident response, and

$ �continued online visibility of unlawful  
content and infringing domain names.

WHAT RISKS ARISE FROM INADEQUATE PROTECTION AGAINST ONLINE SCAMS?
Inadequate prevention and enforcement may result, in particular, in:



What we recommend:

$ �Establish structured moni- 

toring of suspicious domain  

names, websites and online  

content.

$ �Define clear escalation  

processes for cybercrime  

and scam incidents.

$ �Obtain an early legal  

assessment of domain  

names, fake websites and  

phishing content that may 

infringe your trademarks  

or other rights.

$ �Consistently enforce rights 

against hosting providers,  

registrars, platform operators 

and domain name holders.

$ �Make strategic use of  

suitable domain name  

dispute mechanisms, such  

as UDRP proceedings or  

DENIC disputes.

$ �Raise awareness among  

staff, sales teams and  

customer service teams  

of typical scam scenarios.

WHAT NEEDS 
TO BE DONE?



WE CAN ASSIST YOU IN  
PARTICULAR WITH:

SCAM AND DOMAIN CHECK:  
Identifying specific risks and determining  
urgent measures

MONITORING STRATEGY:  
Establishing and assessing monitoring for 
domain names,  trademarks and websites

TAKEDOWNS AND PROVIDER  
COMMUNICATIONS:  
Enforcing claims against hosting providers,  
registrars and platform operators

VULNERABILITY AND INCIDENT  
MANAGEMENT:  
Providing legal support for vulnerability  
handling, reporting processes and 
communication with authorities

DOMAIN NAME PROCEEDINGS:  
Handling UDRP proceedings, DENIC  
disputes and other escalation measures

INCIDENT AND ESCALATION  
PROCESSES:  
Developing internal procedures for 
rapid response and communication

CONTRACTUAL AND PREVENTIVE 
ADVICE:  
Safeguarding domain names, trademark 
portfolios and service-provider processes

Our advice combines experience in trademark, 
domain name and IT law with practical enforce-
ment against registrars, hosting providers, platforms 
and domain name holders.

OUR 
SERVICES 



KEY  
CONTACTS

In an initial meeting, we will assess the risks affecting your trademarks, 
domain names and online presence and discuss appropriate measures 
for rapid removal or prevention.

Contact our team to arrange a meeting:

Mark Peters advises clients on IT and intellectual property law, with  
a focus on digital regulation, AI and data law, platform and domain 
disputes, and technology-related IP litigation. For more than 20  
years, he has helped companies protect and enforce their rights in 
connection with digital business models.

Mark Peters, LL.M.
Specialist attorney for information technology  
law, specialist attorney for intellectual 
property law 

peters@grunecker.de

Felix Rützel advises companies on IT law, with a focus on EU digital  
regulation, AI compliance, software agreements, digital content, 
domains, and trade secrets. He supports clients in implementing 
legally compliant digital business models and enforcing technology-
related rights in court.

Dr. Felix Rützel
Attorney-at-law 

ruetzel@grunecker.de
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FOR MORE INFORMATION PLEASE VISIT:

Grünecker Patent- und Rechtsanwälte PartG mbB | Leopoldstr. 4, 80802 Munich | info@grunecker.de | grunecker.de
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