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*Products that collect data during use and are capable
of transmitting that data directly (e.g., machines that
export operational data).

**A digital service that enables the functions of a
connected product to be controlled (e.g., an app
used to operate such a machine).

WHAT IS IT
ABOUT?

Since September 2025, users of connected pro-
ducts have been entitled to new rights of access
to data. Manufacturers, platform operators, and
cloud service providers must adapt their products,
contracts, and processes. New obligations have
arisen, particularly with respect to data access,
contractual arrangements, and switching between
providers, with immediate implications for exist-
ing business models.

As a technology-focused law firm, we help compa-
nies implement the requirements of the EU Data
Act in a legally compliant manner while leveraging
the opportunities created by data-driven business
models.

We provide an overview of the legal requirements
and the specific actions your company should take.

ARE YOU AFFECTED?

You should take action if you

—> develop, manufacture, or
distribute connected products’
or related services™,

—> use connected products or
related services,

—> use loT data, or

—> provide or use cloud services.



REQUIREMENTS
AND RISKS

WHAT REQUIREMENTS APPLY TO THE DEVELOPMENT,
MANUFACTURE, AND DISTRIBUTION OF CONNECTED PRODUCTS

AND RELATED SERVICES, AS WELL AS ACCESS TO 10T DATA?

Data Access
by Design

Pre-contractual infor-
mation requirements

Data access and
data use agreements

Prohibited
contract clauses

Developers/Manu-
facturers of connected X
products

X

Developers/providers
of related services

Sellers, rentors, or
lessors of connected
products

Users of connected
products/related
services

Parties to B2B data
access/data use
agreements

WHAT REQUIREMENTS APPLY TO
CLOUD SERVICES?

— Prohibition of switching barriers

— Mandatory contractual provisions

— Information requirements

—> Limited permissibility of
switching charges

—> Technical requirements
(e.g., data portability for stored data)

WHAT ARE THE RISKS OF
NON-COMPLIANCE?

Failure to comply may result in:

— fines of up to EUR 5 million or 2 % of
annual worldwide turnover,

—> enforcement measures and orders
issued by the Federal Network Agency
(Bundesnetzagentur), and

—> contractual gaps and liability risks.




WHAT NEEDS
1O BE.LDONE?

Most provisions of the EU Data Act are already
in effect. We therefore recommend that affected
businesses take the following steps:

— Review and update contracts
(data access agreements,
cloud service agreements,
and B2B contract terms).
— Review and adapt development
and manufacturing processes.
— Establish internal processes
for providing data.
—> Review and update customer
information and documentation.

—> Assess the strategic impact
on business models.

ATTENTION!

Users of connected products, related services, and
cloud services should also prepare for the new
contractual requirements to effectively protect their
rights and interests when negotiating agreements
with manufacturers and service providers.




Our experts advise companies across a wide
range of industries on the latest digital reg-
ulations, providing practical, pragmatic, and
solution-oriented guidance.

WE ARE HAPPY TO HELP YOU
IMPLEMENT THE EU DATA ACT:

QUICK-CHECK:

Assessment of your digital business
models and identification of your
specific compliance needs

CURRENT STATE ASSESSMENT:
Review of existing processes and
contracts

IMPLEMENTATION:
Practical support with implementing
the EU Data Act

COMPREHENSIVE LEGAL ADVICE:
For example, assistance with contract
negotiations or data access requests

OUR
SERVICES

Let us help you determine which requirements are
relevant to your company and how they can be
implemented efficiently.

Schedule a consultation with one of our specialists:

Mark Peters, LL.M.

Specialist attorney for
information technology law,
specialist attorney for
intellectual property law

peters@grunecker.de

Mark Peters advises clients on IT and intellectual
property law, with a focus on digital regulation,
Al and data law, platform and domain disputes,
and technology-related IP litigation. For more than
20 years, he has helped companies protect and
enforce their rights in connection with digital
business models.

Dr. Felix Riitzel
- Attorney-at-law

‘ ' ruetzel@grunecker.de

Felix Riitzel advises companies on IT law, with a
focus on EU digital regulation, Al compliance, soft-
ware agreements, digital content, domains, and
trade secrets. He supports clients in implementing
legally compliant digital business models and
enforcing technology-related rights in court.
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FOR MORE INFORMATION PLEASE VISIT:

GRUNECKER

Griinecker Patent- und Rechtsanwilte PartG mbB | Leopoldstr. 4, 80802 Munich | info@grunecker.de | grunecker.de
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